
 

Cybersecurity Disclaimer and Limitation of Liability Clause

Customer Responsibility and Risk Acknowledgement

The Customer acknowledges that cybersecurity threats are continually evolving and that no
system can be guaranteed to be fully secure. BDR will offer recommendations and best
practices to enhance the Customer’s IT security posture.

Limitation of Liability 

If the Customer chooses not to implement BDR’s recommended security measures, including
but not limited to firewall configurations, endpoint protection, multi-factor authentication,
patch management, and backup protocols, then BDR shall not be held liable for any damages,
losses, costs, or expenses arising from or related to cybersecurity incidents, including data
breaches, ransomware attacks, unauthorized access, or system downtime.

This limitation applies regardless of the cause of the incident and includes, but is not limited to,
negligence, breach of contract, or tort.

Cyber Insurance Compliance

The Customer agrees that failure to follow BDR’s security recommendations may impact the
validity or coverage of any cyber insurance policies held by either party. BDR reserves the
right to disclose such non-compliance to its insurer in the event of a claim.

Indemnity

The Customer shall indemnify and hold harmless BDR from any third-party claims, regulatory
fines, or legal actions resulting from cybersecurity incidents where the Customer has not
followed BDR’s documented recommendations.

Best Practices

Ensure this clause is clearly referenced in both your Terms and Conditions and Service
Level Agreements (SLAs).
Keep a record of recommendations provided to each client.
Consider having clients sign an acknowledgment when declining key security measures.


